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High-Level Synthesis of Side Channel Attack Resistant RSA Decryption Circuit
with Montgomery Modular Multiplication and Parallelization
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@ U000 Montgomery 0000

Function: FSCAME
Input: ¢,b,b" ", d = (1,d¢_2, ...
Output: (sg, s1, s2, S4)
R=2"t2. T = R? mod M;
br =b- Rmod M;
br—1 =b""'-Rmod M;

do), M

S0 = 81 = br;
Tpr =T -c¢- R~ ! mod M;
sy =bg-Tr - R~ ! mod M;
83 =84 = 85 = br_1;
for (i =0tot—1) {
if (d; =1) {
S():SO'SQ'RilIIlOdM; 54:34-53-R71m0dM;
} else {
sl=sl~sz~R71modM; S5 =85 83+ R™! mod M;

52233'1{71 mod M; s;;:sgtR’I mod M;
so:so-b_l-R_lmodM; s1 =81 -c- R mod M;
52:‘52'1'R71m0dM; 54:84-b~R71m0dM;
if (i and d are not modified and

s0-81 R '"mod M =s5-1-R™' mod M)
{ return (sg, s1, s2, s4); } else { return error; }
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Input: ¢,b,b7 1, p, q, dp,dg,iq = ¢ ! mod p, N
Output: ¢ mod N
(sg, sf, sg,si) = FSCAME(c, b,b_l,dp,p);
(sd,s%, 5%, s1) = FSCAME(c,b,b™ ', dg, q);
So = sg+a-((sg —sg) - iq mod p);
S1=s; +q ((s) —53) - iq mod p);
S2 =83 +q - ((s3 —s) - ig mod p);
Sa=si+q-((sy — 51) - ig mod p);
if (So - S1 mod N = S, and p, q not modified)

{ return (Sy - S4 mod N); } else { return error; }
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code #LUT 00000 [MHz][ cycles
RSA 11,721 T07.87 68,261
SRR [1] 16,801 77.5|627,615
SRR+M 11,464 105.5 | 680,284
SRR+M+P | 22,727 105.6 | 353,489
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